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« William Knowles
« Security Consultant at MWR InfoSecurity

e @william_knows
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* DLL
* VBA
« COM
* VSTO

 Prevention and Detection
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Motivations “IAZRI‘BS

 [t’s —everywhere- and it’s got lots of use cases

« Office templates? What else?

Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make
sure that the new location is secure,

Path Description Date Modified

User Locations

C\...AppData\Roaming\Microsoft\Templates\ Word 2013 default location: User Templates
C:\... Files (x86)\Microsoft Office\Templates Word 2013 default location: Application Tem...

C:\...ata\Roaming\Microsoft\Word\Startup\ Word 2013 default location: StartUp

Policy Locations
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word .. Linked Libraries?

 |t’s just a DLL ...

« “ .. are standard Windows DLLs that implement and export specific methods
to extend Word functionality”

« “ .. no enhancements and no documentation updates to Word WLLSs since
Microsoft Office 97"

Customize Ribbon I"aCt'Ve. Application Add-ins

Quick Access Toolbar InconspicucusWLLAddIn.will C\...LAddIn.wll Word Add-in I

HEAY = LUESIUrn - = AU LU U y UT U JU - Uad LUt .U IV AUU~-

Add-Ins

Microsoft Visual Studio 2008 Tools for Office Design-Time Adaptor for Word 2007  C:\...7Adaptor.dll COM Add-in
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Excel (XLL?) too

 Slightly more updated ... latest SDK from 2007.
* You need to export the right functions.

« Also slightly more configuration:

HKEY_CURRENT_USER\Software\Microsoft\Office\15.0\Excel\Options

Excel
Add-in Manager

AddinLoadTimes
File MRU
Options

Place MRU
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Excel VBA Add-Ins

 It’s all VBA, no spreadsheets.

e *xla // *.xlam

Microsoft Visual Basic for Applications - Book1 [break]

a

Run Tools Add-Ins Window Help

File Edit View Inset Format Debug
& - d AR 90
Project - VBAProject ﬁj & (© , « Roaming » Microsoft » Excel » XLSTART

Save As

-

——;——w—:—-—-—'——-—-——-——-—i l( Organize v New folder
788 Solver (SOLVER.XLAM)
-] &% VBAProject (Book1)
[=]- =¥ Mxrosoft Excel Objects
B8) Sheetl (Sheetl)
a ThisWorkbook
(=) 4§ Modules
V& Modue!

‘B This PC

Save as thype:  Excel Add-In (*.dam)

“ Hide Folders
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powerPoint VBA Add-Ins WAL

o *.ppa // *.ppam
« Again, it’s inconsistent, and needs manual configuration:
HKEY_CURRENT_USER\Software\Microsoft\Office\15.0\PowerPoint\AddIns\ <AddInName>

Outlook Type Data
K pOW'erpOlnt pEG_SZ

AddinLoadTimes
g Addins

InconspicuousName

(value not set)
wo| Autoload REG DWORD O 00000001 (1)

ab| Path REG SZ InconspicuocusAddin.ppam
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« Based on OLE and ActiveX - it’s a standard to enable component interaction.

« COM objects, DLLs and .Net
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COM Add-Ins for * WAL

« COM - the legacy way is always a good way.

« The “IDTExtensibility2” interface.

« Registration can be problematic ...
HKEY_CURRENT_USER\Software\Microsoft\Office\ <Program>\Addins\ <AddInName>

« Register with “regasm.exe /codebase InconspicuousAddin.dll”.

4. | Outlook i~
4- |, Addins

. AccessAddin.DC

T R R Colleaguelmpeort.ColleaguelmportAddin

(value not set)
ab| Description Outlook Inconspicuous Addin

ab|FriendlyName Outlock Inconspicuous Addin

=L . InconspicuousAddin.Connect orh ,
no|LoadBehavior REG_DWORD 0x00000003 (3)

]l TelemetryAddin.Connect
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=sum(calc) with Excel Automation Add-Ins LABS

« Specific COM use case - for user defined functions.
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\15.0\Excel\Options

« Register again with “regasm.exe”.

7L Excel ame Type Data

- AddInLoadTimes
... File MRU
5 Options
... Place MRU

REG_SZ (value not set)
REG_DWORD 000000000 (0)
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=sum(calc) with Excel Automation Add-Ins “ﬂI\BS

>

Add-iIns . enter v € -0 00 Conditional Format

Fo.'m.\t'.."} * Table~
Addins available:

Agetest OK
Analysis ToolPak
Analysis ToolPak - VBA Cancel

Browse...

Aytomation...

Automation Servers

Automation servers avasdable:

HashedData Class
Home Networking NAT Traversal via UPnP Configuration Manager
MtmiDigHelper Class
. HtmiDigSafeHelper Class
Inconspicuor MaxRegisterProtocol Chass 4
HxRegisterSession Class
HxRegistry'Walker Class (General) v Workbook_Open
MxSession Class
ICMFilter - |~ - Aarnlk O
T30 Factory Sub Workbook Open()
IETag OOC Worksheets ("Sheetl”) .Cells(l, 1) .Formula "=CountCellsRange (A1:A3)"
ImageFile Class = o
ImageProcess Class - -k
IMContactRecognizer Class
ImexGnaCrn.2 Object
IMOfferRA Class
Iimplementation for IUccDiagnosticinto2
implementation for UcsMode category,

InconspicuousAddIinxlam - Module1 (Code)

ProgiD: Incol

.1.\‘.".'.;L.'. SACQIN, _‘.'_tn’,l.'.;'l.
inconspiuousAddin ExtFunctions

ProglD: InconspicuousAddin ExtFunctions
C\Windows\SysWowb4\mscoree.dll
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« Why? Why? Why?
* More registry edits, more “regasm.exe”

HKEY_CURRENT_USER\Software\Microsoft\VBA\VBE\6.0\Addins\ <VBEAddIn.Name>

Add-In Manager ﬂ

= Type Data
Available Add-ns Load Behav .
vai n SHVIOL ab| (Default) REG_SZ (value not set)

nconspicuousVB oti) -
| EAddIn Startup / Loaded Cancel no| CommandLineSafe REG_DWORD 0x00000000 (0)

ab|Description REG_SZ An add-in that does inconspicuous things.
ab|FriendlyName REG_SZ InconspicucusVBEAddIn
wio| LoadBehavior REG_DWORD 0x00000003 (3)

Descrption
An add-in that does mconspicuous things.

Load Behavior
! Loaded/Unloaded

' Load on Startup

ormmand Line
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 Visual Studio Tools for Office - it’s a COM replacement and requires a special
runtime.

C:\>vstor _redist.exe /q /norestart

C:\>"C:\Program Files (x86)\Common Files\Microsoft Shared\VSTO\10.0\VSTOInstaller.exe" /i "c:\VSTO-AddIn\WordAddIn5.vsto"

« Build and install - very, very loudly.

Microsoft Office Customization Installer

Publisher cannot be verified

Are you sure you want to install this customization?

Name: WordAddIn5
From: file:///c:/NSTO-AddIn/WordAddIn5.vsto
Publisher: Unknown Publisher

While Office customizations can be useful, they can potentially harm your computer. If you
do not trust the source, do not install this software. More Information...

Install Don't Install
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Defending Against Malicious Add-Ins LABS

« Easy for XLL, COM, Automation, and VSTO add-ins:

Trusted Publishers .
Add-ins

Trusted Locations

Require Application Add-ins to be signed by Trusted Publisher

Trusted Documents . L . . . .
Disable notification for unsigned add-ins (code will remain disabled)

Trusted App Catalogs Disable all Application Add-ins (may impair functionality)
Add-ins

 If required - sign and disable notifications.

v

HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW

I SECURITY WARNING Some active content has been disabled. Click for more details. Enable Content
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Defending Against Malicious Add-Ins

« For WLL and VBA add-ins ... not so much.
* (1) Remove or relocate trusted locations.
« (2) Detective capability:

- Monitor trusted locations for changes

- Monitor registry keys used to enable add-ins.

- Process relationships.
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