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Intro

• Matt Wixey
• Lead the research function on PwC’s UK pentesting team
• Run The Dark Art Lab research blog
• Previously worked in LEA, leading R&D team
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Agenda

• Part I: Jumping air-gaps
• Part II: Surveillance and counter-surveillance
• Part III: Bantz
• Part IV: Summary and future research
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Disclaimers

• The views and opinions expressed in this talk are not necessarily 
those of PwC

• All content is for educational purposes only. Read up on 
relevant laws, only attack systems you own or have 
permission to attack!

• What this presentation isn’t
• I am in no way an electronics expert
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Dunning-Kruger Curve

Me

Mt. Stupid



PwC

Key terms

• Modulation
• Ultrasonic
• Near-ultrasonic
• Spectrogram
• Infrared
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Part I
Jumping air-gaps

• A Sensor Darkly
• Dreadphone
• Spectregram
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Caveats

• Virtually all research in this area assumes that the 
attacker has already managed to infect at least one host

• Attacker has physical or near-physical access
• Exfiltration is of small pieces of data
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Previous research

• Van Eck phreaking – e.g. Kuhn (2003); Halevi and Saxena (2012)
• AirHopper (Guri et al 2014) – radio frequencies
• BitWhisper (Guri et al 2015) – heat
• VisiSploit (Guri et al 2016) – codes & camera
• Fansmitter (Guri et al 2016) – acoustic
• SPEAKE(a)R (Guri et al 2016) – speakers to mics
• xLED (Guri et al 2017)
• Hasan et al (2013) – great overview of techniques
• Including ALS for mobile devices

• Lots more!
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ALS

• Ambient Light Sensor
• Increasingly common
• Laptops

• Monitors

• Smartphones

• Tablets

• Smartwatches
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Design

• The plan:
• Create malware to read light (lux) values from the ALS through 

the API

• Malware executes different commands according to changes in 
the intensity

• Problems:
• Hurr durr, I’ll just shine this massive torch onto my laptop to 

execute commands

• Need exfil capability
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Demo
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Exfiltration
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Exfiltration
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Results
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Prototype 2
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Dreadphone

• C2 using near-ultrasonic sounds (18-19KhZ)
• Standard laptop soundcard
• Toftsed et al (2010) – Army Research Laboratory
• Hanspach and Goetz (2014)
• Used system designed for underwater communication

• Covert acoustical mesh networks
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Soundcard woes
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Soundcard woes

• Apply multiple fade-ins / fade-outs
• Then amplify the track:
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Dreadphone
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In music
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DEMO
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Mitigation

• TEMPEST standards
• Remove/disable ALS
• Screen filters
• White noise
• Ultrasonic detectors
• Disable microphones/speakers



Part II
Surveillance and counter-surveillance

• Laser microphone
• Passive infrared motion detector

• Drone to clone to pwn
• Phone to clone to pwn

• Active infrared motion detector
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Laser microphone
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Completed listener and laser units
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Laser microphone
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But that music choice though

I love the sound of 
sound converted to 

light and then 
converted back to 
sound again in the 

morning.
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Laser microphones

Original version Laser mic version
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Sniffing, analysing and cloning IR signals

• Similar principle to RF signals
• Assuming fixed codes (not rolling)
• Need to listen to the signal
• Analyse
• Replay the cloned signal on an Arduino
• See Major Malfunction (2005) – compromising hotel 
payment systems via infrared TV remotes



PwC

Sniffing the signal

• Use an RTL-SDR
• rtl_ir
• Forked from librtlsdr
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Sniffing the signal

• IR receiver and Arduino
• IRLib library
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Analysis and replay
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Analysis and replay

• If signal is a known protocol, can just play back the code
• e.g. standby signal from my TV remote:
• NEC 0x2FD48B7
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Analysis and replay

• If signal is unknown, read edges/delays into an array using 
IRLib or IRremote library
• Play array back
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Passive IR motion detectors

• Bypasses – see Porter and Smith (2013)
• Move slowly

• Mask body heat

• Overwhelm sensor with heat (like a lighter)

• False alarms
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Passive IR motion detectors
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Oops…

Remote 1

Remote 3

Remote 2

Remote 4

Remote 5

Remote 6
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Oops…
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Drone to clone to pwn



PwC

Drone to clone to pwn
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Phone to clone to pwn
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Phone to clone to pwn
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Active IR motion detector
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Mitigation

• Vibrations/speakers/wire screens/coverings on windows
• Double-glazing or curved glass can cause problems
• Where possible, use alarms with physical keypads to disarm, not 
remotes
• If using remotes, go for ones which: 
• Use encrypted rolling code algorithms, anti-jamming, etc

• Are paired uniquely to a device



Part III
Bantz

• doubleSpeak
• Annoying malware analysts
• Kill More Gilmore
• AstroDrone
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Delayed Auditory Feedback (speech jamming)

• Has been around since the 1950s
• SpeechJammer - Kurihara and Tsukada (2012)
• I built a software version
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Speech jamming
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Demotivating malware analysts

• Inspired by Domas (2015)
• “Psychological warfare in reverse 
engineering”
• Created malware where the flow graph in 
disassemblers represents an image
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DEMO
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Kill More Gilmore
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Kill More Gilmore
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Kill More Gilmore

If the Gilmore Girls theme song plays in our flat, the 
TV turns itself off

Because not all heroes wear capes



PwC

Kill More Gilmore
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AstroDrone

• Many drones have ultrasonic altimeters
• I’ve demonstrated with the Parrot AR 2.0
• But any drone with an ultrasonic altimeter is likely 

to be affected
• 22.5Khz or 25Khz (configurable via telnet)
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AstroDrone
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Effects

• Either launches the drone upwards at speed
• I now have a dented ceiling

• And a broken drone

• Or causes it to stick to the floor 
• But not crash – rotors still turn

• Liu et al (2016) – ultrasonic attacks against autonomous cars
• Lots of attacks against drones generally
• Robinson (2015)

• Son et al (2015)

• Luo (2016)
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Animal repellent alarm

• PIR
• If high, sends out an ultrasonic pulse
• Adjustable frequency (0-50Khz)
• Adjustable sensitivity
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AstroDrone
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Effects

GOODNIGHT SWEET PRINCE
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Dronekiin
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Dronekiin



PwC

Real-world applications

• Deploy on roof to keep drones away
• Prisons

• Government buildings

• Public events

• Further research ongoing
• Personal drone protection -



Part IV
Summary
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Research overview

Ultrasound 
malware

ALS 
malware

Laser mic Active IR 
detector

Passive IR 
detector

Kill More 
Gilmore

Drones

Speech 
jamming

Spectregram

Light sensors

IR sniffing

IR replay

Ultrasound ¯ \_(ツ)_/¯

Delivery

IR detection
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Pros & Cons

• Pros
• Great for physical engagements / air-gaps

• Difficult to detect  / defend against

• Very little trace

• Cheap to design and develop

• Cons
• Usually require proximity to targeted systems

• Subject to interference

• Range and power depend on resources
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Mitigations

• First step is knowing these techniques and attacks exist
• And that inputs/outputs can often be easily manipulated and 
accepted as genuine
• Where possible/feasible, block inputs/outputs to a system, or 
ensure they have a reliable failover
• Be aware of clone-and-replay attacks
• Be aware of the limitations of some security products
• e.g. fixed codes, susceptible to jamming, etc
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Future research

• Exfiltration via IR 
• Acoustic keylogging
• Further work on drone repellents
• Tracking and targeting

• Identification through video Æ

• Combo of infrared and sound
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Hopefully, you’re on the left rather than the right…
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Music credits

• LiFi demo: “Arcade Funk”: https://www.dl-sounds.com/license/, 
https://www.dl-sounds.com/royalty-free/arcade-funk/

• Spectregram demo: “Suspense Strings”: https://www.dl-
sounds.com/license/, https://www.dl-sounds.com/royalty-
free/suspense-strings/

• Laser microphone demo: “Die Walküre, WWV 86B – Fantasie“: 
United States Marine Band, CC license, 
https://musopen.org/music/488/richard-wagner/die-walkure-wwv-
86b/
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Thank you!
Any questions?

email: matt.wixey@pwc.com
twitter: @darkartlab


